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% _ During aninvestigafionsin] . Contract ith Techgmashirmport, a
; Southern California-eight agents| = ,Soviet international trac ng ‘com-
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i "A pattern has emérgad of Amer-
‘icam and foreign businessmen buy-
‘ing technology, exporting it to neu-
“tral countries such as Switzerland
.and Austria; and then -transship-

;.. A.current.case involves. Conti-:
;hexita]fTechnology Corp. of Torr-
‘ance. Run by two people,; a.-West.
;German. and a Russian. who- be~-
came a-naturalized US.: citizen,

- . Continental.is suspected of buying.

. ~advanced electronics technology.
:from- contractors: in- Santa: Clara.

; County and sending it to the Soviet
{Union. No.charges bave been filed
cbut the- case- is- before:a  federal
| grand jurys ALk F~Fe il CIE
... .. Cases resolved in the-past year:
- - ¥ _A Belgian. citizen, Mare:
*Andre 5 Was. jailed ‘aftar
* isearch warrants showed his firm

* . \was shipping a secret Inte] Corp.
- ceomputer chip to the Soviet Union..

" ishowed DeGeyter’s ' company, |

: ping it intox the- Soviet. Union, R E
. has:wjth' parts. being: stolen for

-~ 'sis Group analyzes Soviet electrons,

. ;Inent agencies, puttogether 2 “So: -
viet shopping list” f the Mercury:,
bt ST L)

. :/Search- warrants. in ; the caseq

4. Also on the- list are-advanced.

» i . Lol ; __T

. x7v WalterJ. Spawr, president o}g
*-Spawr Optical Research, Inc, Co-
- Tona, was.found guilty of shipping-

. . Satellites to the Soviet Union via a
. Switzerland export “drop.” Spawr:
‘received a five-year sentence, with’
-3l but six months suspended, and*
‘the company was fined $100,000.
;-3 Otto Poeschl, a West German.
. —irading: as“Arga ‘Warenhandelge--
: ‘seﬂscha_ft*.éndc’l‘ewifa_' Investment:
" Corp.;: was ‘denied export privi-:
-leges: for 10 years after he 'was.'

-~computer parts and memory cores.-
-0 Warsaw Pact nations. The co
* -er destinations were in Austria
{7/ #7A Montreal and’a Tel Aviy
-company. —:DeVimy - Test:-Lab |
Ltd. and Excel Industries — were:
‘denied export privileges ‘after-
;.sending'comppter'equipment:to:f
: the Soviet bloc throigh a complex:
:network.of “'Cover” routes.- Ship-7|
‘ments would go to Amsterdam’
;and. other ' intermediate. points:
-from which they were sent to.Vis
.enna. From th

.. ¥" A South African, Joan: P
:Taylor of Taylor Enterprises, was’
;caught ‘jllegally ‘routing “$205,0007

:ter 'Corp. to South Africa. with}
“:phony export destinations. Sbe.w'as%
: barred: from' exporting :fram_{the.j
-United States for. 10 years. s

- ;Siicon-on-sapphire'methods. . . .-

01003880164-4

‘Underground channels -
- In-Silicon Vallay, underground-
‘channels sometimes take advan-. )
tageof thieves to obtain material,..
.accordng to ooe authority. . - .
:» “Itsisimilar to what the valley.

-their gold,” said John Shea, a San-”
‘Jose technical consultant to des| a
-fense and intelligence agencies. .}

Shea; whose. Technology Analy=:

- ics equipment for. yarious govern-:

News’-!: il il . ,‘;'-;‘: '
<1 The list Shea‘says, should int| -
“clude locally manufactured high- | .
-speed microprocessors- used in
" missiles; radiation-hardened cirs
cuitry; circuits that can store vid-
€o signals; and the latest techrolos
‘gies in manufacturing. the timthat
. high-speed integrated circui j
;hac;'he made Silicon Valley farnous.

‘techniques:for : making . microcir-
.cuitry such ascomplimentary
" :metal oxide semiconductors ang.

....“They are trying to pick up on{. -
_the latest high technology in inte-

grated circuit areas,” Shea said.
.. “Responsible - government

copsciously making signiSicant
'higy technology ‘availab'e to the
‘Soviets either in. commercial or
para-military products,” he sajd.

;- Shew said the ‘French recentipX
showed an interest in hig
computar applications to military-4
aerospacge- Systems.-and- electro-;
mechanicyt technology.t. -, . . .04

“Prime

you get applications
countermeasures

'y

. Quire’’ commercially- Available .
cproduets, v ELITE\ L
- Often, he said;*The- ians
: can buy what- they-want. dutside- 1
- the United States” ‘3ntéic\ . ..o




1cate the':Soviet Union-is. about.
. three years behind the United .

A good copy’ e n \

~ a uch larger chip than. Intel’s,

T opmen
when the. Carte:’admm;strahon
: froze-an export license, preventing-
“Conirol Data Corpe from selling an
: advanced- computer to the. Soviet
. :news agency Tass. The Carter ad-7
- ministration-said. the- computer
: ’;contamed too-hxglr‘ level of vital-

chxp is a‘copy-of a Mostek Corn.

mxcmpmcasor I:haSmore hbera

Soyal t:mmg anxd voltage parametets,

© 7 7'- which increases the yield and sim-

I phcxty of -manufachuring, but it-is|
" @ good Copy; sources:say:s: A

._zabezxmg packing crates” and- &x-
~niey” diverting US. tecimology’ to
nnfnendlymm..

" vestigated ay thesresult: The siis<

wﬂl keep us busy for six months of;

T Two' 'xéczr.evelopments\mdx-

States i in solid state technology.

Fu-st, the CIA obtamed aR
sian microprocessor- from a mis<-;
sile captured by the Istaelis. It is a 1
copy of the 8080 microprocessor,
introduced by Intel Corp. in 1977."
The 8080 has been superceded by.
-more: advanced Im.el mzcroproces»-
SOTS.. - - N

The Sovxet version of th&8080 is-

but. remains. what ‘sources de-'-"

sterfeit)\devices are ending up'ig:

;the Sovidt Union,”. teportsgwugyne IR
. .Brown, a Santa Clara County sher<} -

iif’s depu whomvshgata elee-

;tronics RE e i

£ Police- aré\lookmg at a recégt

* $64,000 loss reported by Advanced

ivale Depa.rtmeat of ‘Public Safety.

u‘&«.‘ 't —--_Z- :
Re

“In’ responses. the-Soviet Umon -

i sentoneohts own integrated cir-"|.
.. cuits‘to-the United States to-show
L t‘xey already had tha-technology., :

. Analysts-say the Soviet-made

Dm’mga:a:espoecheck of high

V .echnology leaving.the-country|
: ,A\.‘f last year, the Customs. Depart—
- mentin Long Beac’ turned up.28

z:za}or violations'inthree weeks..
‘The violations-ranged’ from m:s-

pomzmhcmsetoshp-
- roents by suspected:*front compa-~

- 7%_\“\ ,.»4-$’D
mcmmmwarabangw

pect exports-inciuded: among; oth<|
- er things, aircraft design material]
“valved atssvmﬂhon;two $250,000
;rshxpment&af macb.me*guns and
_silencers;:a-$400,000] shxpmenbof
-computer parts arnd!a large ship-|
ment of space satellite systems: . {
- ““Three weeks of} spot checks;

investigation.” ‘said Ken. Ingleby,]
‘special agent in charge.of Cus-)
toms’ Terminal Island offu;e in})

T most advanced cxmubr; which sell
. "for 336 to $50 apiece. The circuits

-are capable of stonng ’-vxdeo-en-
' ;coded information. v i

: ‘;_electromcs casa‘for the- district
-attorney’s office, s says, .“We want.
-to break this thing up because 1t’s
:hurting the economy of this area-
-and it has - possible mtemahmal

Los-Angelesc v, -1, ol

*cr‘.« R
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‘ProblenQn Xaws .
. Another’” mvmhgator saxd that
‘-:“the Iaws are a problem.- “They.
(exporters) don’t have to- file oo
.shipments which leave the country
by ship. until five daysiafter- the
:shxp sails. They can file then, say+
ing it’s-anything -’ jellybeans;
washmg machine parts or whatey-,
er. How are we going to check??:

Although stolen circuitry appar-
\ently i3 not the primary-source of

vanced American technology
fo&;nfnendly nations; mvatxga-

suspect-itis a factor..-." <
- . "k our- information - md:@ta
‘that stme of these (stolen or coun=

-Micro Devnce‘Corp. to the Sunng~

-is mlsamg “some’ of.- its

. AMD declined commeht..-?“'lﬂ::'—..i

" Doug Southard} whe prosecutes-

Jmplications as well.” <

*’(«s‘Yv..n ..;-'
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is to stem the flow of semi-

. They believe the Western

‘fously consider developing, °*= gE
_in concert with our allies, =~ ™%
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A key element of America’s post-Af-
ghanistan sanctions against the Soviet
Union—the sweeping ban on virtually
all U.S. high-technology exports—has
notionly failed to influence the Kremlin
but'may even be backfiring. Moscow is
making more illicit.deals that circum-
vent international trade controls, as well
as taking greater advantage of the legal
loopholes that exist abroad.

As a result, the Reagan Administra-

“tion will soon push the Western allies to

put more muscle behind
their restrictions on Soviet
trade. The immediate goal

conductor and computer X3
technology, much of which .
has military potential.
Longer term, many
members of the Reagam
camp, ineluding Secretary:
of State Alexander M.
Haig Jr., are calling for a
tightening of trade policy.

td T

allies must-mobilize their = &
economic strength to put = .-
effective pressure on the -
Soviets. “We need to ser~

the capability to wage lim-- =
ited economi: war against
the Soviet Unioa” says.
one ranking Reaganite. -
The organization for =
such an undertaking alrea-
dy exists in the Coordinat- - -
ing Committes on-Export-Controls: Co-

. com was formed during the eold warera
" to help contain Soviet expansienism by

restricting trade, It has compiled z foot-
thick list of products that. cannot-be-

exported to.Communist countries with--

out first obtaivizg a license. After Af-
ghanistan, President Carter never asked
the other Western: allies to emulate his

U. S. chip and computer
siiils leak via illicit deals-
ana legal looshcoies

blanket embargo oa high-tecknology
goods, but the Cocom nations—the
members of the North Atlantic Treaty
Organization, minus Iceland, plus Ja-
pan—did agree to'grant nomore licenses
for listed products destined for Russia.
Given the economicnlight of Western
Europe, there is scant chance of a ener-
al accord that would significantly reduce
trade with the Soviet bloc, so the Reagan
Administration will insist on strict en-

_'Detéasewconauuant Shrea and chip-cirzuit diagram: The f

BUDLNEDD WEEK
27 April 1981

forcement of Cocom guidelines. A U.S.
trade official notes that many Cocom
members “have been reluctant partners,
at best.” And since the U. S. imposed its
embargo, he adds, some Cocom govern-
ments—notably France—have encour-
aged their domestic companies to grab
business from U. S. companies.

. Many U. S. businessmen are confused
by Washington policy. Although the
blanket embargo was lifted a year ago,
U. 8. business continues to be penalized

by Washington’s overzealous enforce-

ment of Cocom rules. Other nations thus
are often wrongly blamed for ignoring

 the rules. Sometimes the rules are bent,
* but most countries strictly control ship-

ments of strategic items. :

-~ To the Reagan Administration,
though, the issue is more fundamental
than-whether specific rules are bent or

" broken. Reagan’s advisers want the Co-

com countries to formulate a consistent
policy to replace the ad hoe, shoot-from-
the-hip approach that characterized the
Carter team. The Reaganites believe
that the inconsistency of their predeces-
sors sapped the cohesion of Cocom.

Disintegration. “I don’t know at what
point Cocom began to disintegrate, but I
concede that it has,” says Lawrence J.
Brady, the new Assistant Secretary of
Commerce-designate for trade. Brady is
an avowed critic of higii-technology sales

to the Soviets, and his appointment is a .

clear signal that the U.S. position is
hardening. “Multinational controls ecan
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- an age of handheld microcomputers and
_a host of consumer products contnining

- ductor technology lags behind that of tha

e
-How Russia snares high-technology secrets

be made to work,” adds Brady, “if we sit
down with our allies and determine
where we are going.”

But putting effeetive contre's oa tech-
nology transfer has never been easy. In

little bits of silicon that can provide
intelligence experts with important clues
about technological progress, it may be
impossible. Security at many smali
semiconductor producers—or users—is
often rather lax, says z
U.S. Customs Service in-
spector in Burope. And
once a Soviet agent has
stolen samples cr bribed.
an employee to do so, notes
a European intelligence
specialist, “you can easily
take 20,000 semiconductors
out in 2 diplomatic suit-
" case.” Sources in Washing-*

ton say that the kGB has 30

agents in California’s Sili~

con Valley, plus others in

Phoerix 2and Dallag~all
- _charged with obtaining

‘data on microelectronics
technology. -
"~ Once the Xremlin ob-.
tains a semiconductor chip,
the Soviets are adept at
“reverse engineering” —in-
dustry jargon for shaving
the chip down by hair-thir
layers and photographing
the cirenitry exposed in the
process. This yields a
three-dimensional schematic of the mi-
crocircuits. Control Data Corp. lata last
year obtained a Soviet-made micropro-
cessor and, after reverse engineering and
analysis, the Minneapolis computer
maker estimates that Russia’s semicon-"

Prouse), °p pavg

U. S. by only about three years. .
Long lags. In practice, says John D.
Shea, president of Technology Analysis
Group Inc., 2 consultant for the Defense
Dept., Soviet spies might do better in.
Macy’s or some other department stare.
Shea asserts that the Soviets can learn
more about semiconductor technology by
buying commercial products than by
stealing defense data. By the time the-
Pentagon nails down specifications for a
new chip, calls for bids, and gives a con,
tract to the lowest bidder, the semicon-
ductor companies are turning out_the
next generation of chips for commercis!
applications. “The microelectronic de-_
vices in toys, automobiles, appliances,:

and industrial tools are more sophisi--

CONTINE
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satellites,” maintaing.

Accordin a position paper just
published by the Computer & Business
Equipment Manufacturers Assn., a
trade. organization, the government’s
methods of controlling technology trans-
fer have not adjusted to this accelerating
rate of change'in the technological con-
tent of commercial products. The paper

‘Front’ companies score.
Smuggling in a suitcase,
-or simply buying in a store

also argues that the U.S. embargo had
no chance of succeeding because what
the Soviets cannot obtain from U.S.
"companies can almost invariably be pur-
-chased elsewhere. - o

Many trade experts doubt that illicit

i . . « .
- shipments have even unofficial sanction

of Cocom governments. Instead, they
hold that businessmen, especially smail

" -businessmen in both Europe and the

U.S., are the culprits—and are more
willing to risk violating export controls
during economic slumps. “Then the prof-

- it motive supersedes the sense of patrio-
. tism,” sighs a federal official. Philip R.
- Bowen, regional director of investiga-

tions for the U.S. Customs Service in
San Francisco, points out that unli-

- censed exports of embargoed goods in-
- creased sigaificantly during the 1975 ro-
. ‘cession, and the same thing seems to be
- happening now. Allegations of export-

control violations in the U.S. climbed

-last year to’ 350, up-from 200 in 1979.

Violations.. Bowen says that since 1976

--his office has handled about 25 cases

involving high-technology violations,
and he expeets perhaps 10 more this
year. Recent examples include: -

~& Continental Technology Corp., a Tor-

rance (Calif.) compauy jointly run by a
West- Germanc-and’ a naturalized-U. S.
citizen born-in- Russia, is suspected of
buying -about $15 million worth of ad-
vanced electronits equipment and laun-
cering it through-11 front companies to
the Communist bloc. The case is before a
Los Angeles grand jury. .
B-Two executives of Quest Electronics, a
SantaClara {Calif.) electronics distribu-
tor, ‘were arrested last October and
charged. with conspiring to export ille-
gally some:$10,000 worth of computer-
circuit chips stolen from Intel Corp.
® Last Januvary, Walter J. Spawr, presi-
dent of Spawr Optical Research Inc., in
Corona, Calif, and his wife were con-
victed of shipping mirrors for high-ener-
£y lasers to the Soviet Union by way of
Switzerland. The mirrors sold to Moscow
were identical to those purchased by the
U. 8. Air Force Weapons Laboratory.
The company was fined $100,000, but
the Spawrs are appealing. During the
-appeal process, notes Theodore W. Wu,
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mune from rest ns: “There is noth-
ing to keep them'W0m doing it again.”

Pressure. Small companies can be easy
prey for KGB agents. One common tactic
is for a Russian agent to set up a local
business as a front and begin buying
nonsensitive products from a supplier of,
say, equipment for making semiconduc-
tor chips. Gradually, the agent increases
his purchases until the point where the
Kremlin indirectly accounts for a sub-
stantial portion of the vendor’s sales.
Then the agent uses that leverage to per-
suade the supplier to sell the export-con-
trolled equipment, and the equipment is
diverted to a “drop” in Austria or such
non-Cocom countries as Liechtenstein,
Switzerland, or Sweden. From there, it

- 1s reexported to one or more countries,

ultimately ending up in Russia. A trade

“expert in Scandinavia notes that Finland

is another funnel for a lot of high-tech
goods, “but you'll never find it in their
export statistics—unless you happen to
notice tha unusual volume of shipments
to such places as Swaziland.”
“Canada is an excellent location for
front companies,” says a Customs Ser-

vice official, “because it's the only coun- |

try where you don’t need ‘an export
license, if the shipment is for use in Can-

~ada.” The Reagan Administration is
- considering various methods to crack

down on such practices. One proposal is
to raise the reward fcr information lead-
ing to the conviction of violators from
the current $50,000 to $250,000.

Troubling ties. James Brewster, a London
consultant on Soviet trade, points to a
“very strong French presence” in the
Soviet Union since the Carter embarpo.
Shea of TaG is clearly troubled by the

~ close ties between the two countries. He

points out that Harris Corp., 2 Florida-
based company, and France’s Matra
have formed a joint venture, Matra-Har-
ris, to design and produce semiconduc-

_ tors in France—and, in April, Matra-

Harris got another partner, Intel Corp,
a California company that has pioneered
microprocessor technology. What wor-
ries Shea is that Harris is among the
leading producers of semiconductors
that are resistant to radiation damage.
“This is leading-edge technology with
massive military- applications,” says
Shea, adding that his U. S. intelligence
contacts figure that once the French get
their hands on this knowhow, the So-
viets will field it in military systems
within two or three years,

As a result, Shea asserts that it is
“very probable” that all joint-venture
agreements involving high-technology
transfer and any foreign company will in
the future require federal approval. Key

- personnel at Defense and Commerce

want such deals to be reviewed just as if
they involved military hardware. L]
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- HATIONAL ATTAIRS

As i most real-life espionage stories, the
details are hazy even now. But sometime in
the early 1970s, U.S. intelligence ofiicials
say, a train carrying 2n IBM 370 computer
sold to Poland by a European fim myste-

riously broke down along the border be--

tween Poland and theSoviet Union. When

- SPYINGONUS, BUSINEZESS

stringsattacked may notbeobviousat first,”
.an FBI official says. “Nevertheless, thebusi-
nessmanisslowlydrawnintoaforeignintel-
ligence network.”

Knowledgeable spies can reap a rich
harvest of advanced techaical data witbout
resorting to skulduggery. The Soviets, for

example, subscribe to a biweekly report on
-current scientific research published by the
government-run National Technical Infor-
mation Service. It collates only unclassified
research, but some of the papers provide
valuable technical clues—"a ruaniag ac-
count of the levet of U.S. technology on a

_the trair began rolling again, the computer
"was no longer aboard. In March 1973,
officials say, Soviet authorities contacted a
European computsr firm to buy spare
parts for an IBM 370. The parts were
available, they werstold, but the firm
" neaded to know the serial number of the
computer. Sure enoegh, the serial number
turned out to be that of the missing - = |
IBM 370—then 2mong the most so- -
phisticated computars in theworld. = -
= The computer’s apparent-diversion- = - .~ .
into Russian hands is aa extreme - . -
case—but in many less dramatic ways, - . . .
U.S. officials believe, the Soviet Union”™ - .. - -
- isstepping upits attemptstosteal US. - . .7~ #&IL%:
military and technological secrets by _ . .. 45 4
penetrating American industry. “We -

_can lock up everything in-ihe Pedta- . = =
' gon,” says FBI chief Williamx Webster, = .
"“but the same information may beina .7 .
s2fe in a company building” whereitis = ™

r 32

N

Ld@

“much more vulnerable.” Safeguard-.. Ll b=#3saas s
ing those secrets is a gargantuaa tasks [ 8 wa3Y S g0s

some 11,000 firms have-access to clase | fgli Sroasastitgios
sified defensa information, and about- == ek =2
~120,000 of their employees have top-
“secretclearances. Both the FBland the
-Central Intalligence ‘Agsncy inienSie
fied security checks of indusgial
firms—but CIA director . Stansieid. 2
Turner termed the CIA’s findimgs ¥~ -

= AR S R

.sumed to monitor communications at-

| very, very timely basis,” says one U.S.

and lasers. Federal export regulations re-
strict the sale of products that could be of
military value to the Soviet bloc—but the
rules can be difficult to apply, forcing case-
by-case evaluations. “We will license {the
export of] computersof a certain size,” says’
aU.S. Commerce Department official. “But
we will absolutely not license . . . the tech-
nology to produce them.”” Some American

| firmsdodgetheregulationsin ardertomakea

asale. Last month, two former executives of
LY. Industries pleadad guilty to the illes -
gal sale of semiconductor-manufacturing
equipment worth $300,000 to East Ger-
many. Similar sales by other firms could
total as much as 335 million. ,
equiPMsNT: The Soviet espionage cam-
paign now aims to-copy both the product
and tha manufacturing process. The CIA
has found, for example, that the microcir-
cuitry inside a Soviet electronic calculator

e

e o a’f L e A‘.:'-bv-».. ’.—' -»V-::~" g :;; ,. > i -.. .- i-..__“"
discouraging.” SOViet SNOOpS A& & - o ypyr 39 1icnnnears in Poland: Stepped-up efforts to steal U.S. technological secrets

Y T - . T~

RS B i B IRE ER R R R A
: The Soviet Union has'a standing
request to receive microfilm copies of all
documents relating to such fields as “‘mis-
sile technology” and “optics and lasers.”
Inevitably, a document or two turns out to
. have been improperly declassified...

Simitarly, participants in scientific meet-
_ings that routinely include Soviet experts
" often seem “lax . ... about the protection of
militarily significant technologies,” com-
plains J. Fred Bucy, president of Texas In-
strurnents. And Websterisconcerned by the
infiux of visiting scientists and businessmen
| from the Communist bloc. One Hungarian
physicist was allowed to study magnetic-
bubble memories for computers—until a
defectorrevealedthe Hungarianhadadead-

line for delivering a prototype to Moscow.
Controlling the spread of sophisticatad
Anerican{technology becomes more diffi-
cult where scientific brezkthroughs enter
commercial production, as they have in
. computers; microelectronics,. fiber optics

-major defense plants;and lastFedro= = - = .
:ary six Boeing  Co.—employees lcst there |
‘security clearances bacause they carzlessly
sent information aboutthaMiX missileover |
-an ordinary phoneline. . ~ % B
. saises:TheSoviet-bleccoratrissemploya
wide range of technigzes to crib American
technological innovations. FBI ageats in
Chicago, for example, 2r2 investigating a
casein which the Polish Governmentappar-
ently set upadummy corporation toacquire
industrial data that had been embargced for
export to Communist covatries. AndaRes-
ton, Va., computer firm tcid the FBI in
September that one of its exscutives had
been offzred a $500,000 bribe by a Sovist
. .agent for a copy of an unclassified birof
: softwareused to program thecomputersofa
) number of major corporations, including:
Gulf Oil and Citibank. Companies in finan-}
cial trouble are special targe!s for foreign
ageats, who offer much-needed contracts,
then demand belp in circumventing U.S. .
exportregulations. “Theimplicationsof the

" Approved For Release 2007/09/24 : CIA-RDP88B00443R001003880164-4 =~
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that of 20 American-mada mod-
el—a relatively simple bit of “reverse engi-
neering.” But U.S. experts were disturbed
thatth=Soviets had also obtained advancad -
American-mads equipment to manufac- -
ture the microcircuits, probably through a
I=gal sale to Yugoslavia. - - - )
Stemming the steady leakage of Ameri-

can technology poses a series of policy
dilemmas for U.S. offictals. It is onething to
crack down on esplonage or illegal sales.
But many Armerican advances are there
for the asking. Sophisticated technology is
America’s most competitive export on the  :
world market, and the free exchange of .
technical information is highly valued by
scientists. The Sovietbloc’s 2ccess to scien-
tific research can be eliminated only by |
suppressing scientific debate and business
enterprise—and so far no one seems willing
to go that far. - -t .

TOM MORGANTHAU with DAVID C. MARTIN-
a0d ELAINE SHANNON in Washington . ..
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.- currence- here=y jng that—techmlogy-nah

- pany. “It was embarrassing.” - -

T $64,000 questmn.ﬂ'hefear mxiharthey’Ik tur |
"-up in somebody else’s-rissiles, possibly-tire

1A Race With' the. St;vxets.

RS
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The Silicon Spies

Semlconductor Firms*

4\\‘

Are Plagued by Thefts

ORI Y '.Z-l

; ‘Hl-Tech Mafénalsf

= § througlt-transshipments by seemmgty leg|d~
W | mate middiemen-and distributors.~.z:
F2#e b4 At the moment; both the Los Ancreles fed-

‘:BY“IWABXLYN Cn.ss&and_.!m anxuat.x.
: Stcll Repaovters o;mwaumm.xonnun,
+ SUNNYVALE;:'Calit.~It - looked | like~a

o 'sxmple larceny-wher $54:000- of serniconduc~]
‘tor chips disappeared fromr Advance&’mcm i

Devices. Inc.—an- increasingly common-_oc-

."'Silicon Valley.””

*‘Somebody 1u.st wa.lked m-’aﬁt .he stmetw

‘and took the parts-right out of ‘inventory,”"
says W.J. Sanders; the presidentof the com-

! -. \What: gives a sinister dxmeasmn to—ﬂ:e
heist is that the stolen cirenits: had been des
-signed to military~spéetiications for-use-iny -
the nation’s missile~ and- aerospace - pro-].
grams. Where - these-chins are- now is-a

‘Russians’. It wouldn’t besths frst time. < -
*7 Says. Assistant U.S. Attornsy- Theodore! |

Wu, who is conducting a-feceral grand-sweyt i pany atiesedly controlied by Mr: Bruchhau-
* investigation in-LosAngeles of technalogicai [~ sen. and -‘Mr.” Maluta. -Corporation - papers ||
- espionage, *‘The Silicon¥Fatiey and Southernf

; California are.the.cradies-oi-the=iliegal-andj

iff’s office is conducting fis-owar investiza-}-
tion of the, dxsappearancrc! sophxsncated
electromcs eqmpment.f =

7 Thefts and diversion of eiedmﬂc conpo-
nents have occurred at such-major produc:
ers as Intel Corp...Texaslmimmem ezt
and National Senucondxm(:om:as welt

thefts to Silicon Val}ey companies. alone is
running abeu&—szo rmlhon a.year—mdmtry

, nnt ‘only- from’ outright- théﬁx 65 strategxc

- |:sheriff’s investigations are focusing on the
= ‘acm'iﬂs of:two. international busmessmen

i clandestine sl'u]?menf. ci=strategic: 200dS°401" -described 2. “‘associates’™ of Mr. Bruchhau--
' the Soviet Blec.”” Ir SanJese, in the herrt of **sen,a.ccordmv to law-enforcement sources, f
the- ‘W'alley :the Santz*mrx{.‘ountysheb -

.| set up the sale to the Soviets through asso-
Z{ ciates in West Germany, his client severed

. for comment_ i

as many smaller companies. The cost -of|. 4

Q'HE WALL STREET JOURMNAL

28 April 1981

-» 3 That there is-a hunger for these *'hi-tech™
voods -behind.»thé' Trom Curtain is:unques-
:noned -Although-.the Soviet: Union is well
fahead of the U.S..in conventional mzhlary
frepower, it is believed to-lag behind in its
electronic drsenal. To protect this technolog-
ical edge’the U.S. government has made it
illegal - to-:export certain.- high-technology
equiprment to.the-Soviet. Bloc. and: other un-:
friendly- nations without a’Commérce: De=
‘partment * license. . Some'- ;equipment is

banned.. al:ogether‘ fmm _export' 0 those

3

iecp.n;.\rment' -buti<? also > fromys its:i diversion §.

pEHP .

"Feral ‘grand” jury-and- Santa . Clara County

Husband and sze Conthed

: Occasxonally producers memselves are
involved in-violations of the federal ban on
shipments to- the Soviets. Last December,
Spawr "Optical Research 'Inc.," a Corona.
.Calif.. company, - and -its husband and wife.
owners-were convicted by a federal jury in
Los Angeles of illegally exporting high-tech-

-y

nology laser mirrors;.now being.tested for
use- in=killer- satellites;: to the Soviet Union
via a.gems in Germany and Switzerland. The
couple earlier: had-been. denied an applica-
- tion 'to ship the. mirrors by the Commerce
bepartment for nationat. security reasons.
 Their ccrmcnonrxsbemg appealed.;, "Fs

~How strateazc merchandxse is moved to

“ecution of L.E. Industries. a Sunnyvale com-
“pany, in federal court.irSan Francisco. The
company. and its thenowners were-con-
~icted of shipping serniconductor-processing

‘am} -onetime- partners:: Werner Bruchhau-
sen, 41,2 German national who'now lives in
‘Monte Carlo; and Anatoli Maluta, 46, 2 Rus-
sxan-bom naturahzed U.S. citizen-who lives

Using “Sheu"" Compames
sSearch-wan-ant affidavits filed in sfate
courts'm Los Angeles and San Jose earlier ||
this year dmnbed Mess:s. Bruchhausen
_and Maluta as “major outlets” for allegedly.
:stoten chips through.anywhere fmm n to 50
ct)rpomtxs:r shells’” they contro). e v
-+ In one- recent mcxdent ‘U.S. Customs
mm in Los,Angeles seized.a missile-guid-
"ance-system- manufactured by Watkins-
Johnsou Ca. of Palo Alto, Calif. and awaiting
_shipment to the Soviet Union. Details of the
rselzure were-sealed by a federal judge in
- 'Los Angeles. But investigators’ say the mili-
-tary contractor had sold the guidance sys-f
-tern to-Continental Technology Corp., a com-}!

-show- that. Continental’s. officers “are Mr.
“‘Malutz: and- two: “West Germaus, .the- latter

= Watidns:Johnson declines all comment on
tbe incident. Mr. Maluta's lawyer says. that!
.when he-was told that Mr. Bruchhausen had ! |

his-business refationship with Mr. Bruchhau-
sen.~Mr: Bruchhausen couldnt be reached

Al e @ P N Wt Wi s

Approv.ed For Réleése 2007/09/24 - CIA-RDP8SB00443R001003880164-4

 ance s System

equipment to the Soviets without a govern-
Jnent license. (LI, Industdes has smcebeen
sold 0 new owners ) .- R

~'Court. records. show that.- the compa.ny

[ didn't ‘need. an- export license, - suck. as

“‘commercial*  washing ~machines” *“and
““industrial ovens."” It then -shipped - the
eqmpmem to C:mada. which doesn’t requn'e

transshipped to Russia via Switzerland.

“identified as Richard Mueller, 2 German na-
tional. Customs investigators’ reports,- -on
fite- at' the agency, 1dennty Mr. Mueller as
-working for another - German,.. Eugena
Schwartz-Nitzska, who is described as hay--
ing “strong ties" to the Soviet Trade Minis-;
try. Although indicted in the case- Mm
Mueller never returned tothe US, . B

“Just before the-government mvanoazm's
closed'in on the operation, Customs. agents'
 sabotaged-a-f{inal shipment bound for Rus~
sia, taking out’the electronic equipment and
substituting . Six” tons’ 0f+ sandbags, . <which'
.were duly shipped-on to Moscow. What hap-
pened when: the crates-were-opened -has-
never. been - verified, but.a Customs agent
says, “‘We never ran into Mueller again.”” ...
> The search warrants filed,in the Bruch-
hausen-Maluta-case by the organized-crime
unit*of the. Santa-Clara County sheriff’s de-
partment provide z detailed overview of the
workings of the- vast gray market in hxgh
technology electronic materials, -

In November 1979,. about -10,000 clups
(then selling for about $100 each) disap-
peared from Intel Corp.'s Santa Clara ware-
bouse. They  were- tiny -memory. circuits,
called *2732s," capable of storing 32,000 bits:
of data on their fmgernaxl-sxzed surface. AJ
building block of the rapidly expanding mi-|
croprocessor technology, 2732s were hotdy:
demanded for ‘all manner of products, from
‘electronic games and Xerox machines to ra-
dar-_pamnung, .equipment’and  missile-guid-]
= Cns:omers couldn'r get

-Russia was weH illdstrated by the 1979 pros-{ . .

m:s}abeled the~equipment “as. goods that|

a license. From there, the eqmpment was A

~—Im-each instance, the middleman’ was g

“énicughof: them; =i oo nab i,

BATY
LD Lanls 93 h
PRSP LY »h-mms#& A




Siz‘é“ Loa
.; X
Nm nt ‘adds ~*Werner- Bruc
wh: associate- of - Patrick
“Tony Maluta: fisthep

Aly- ﬁtted_mnra suxtcase) until abouta ronth
after theirvloss:*Then: a‘complamt came'in-
! from a surprising quarter—Siemens AG, the
{ German electronics giant and a preferred
: Intel customer. The German firm said that

ta whom Ket-

cmtsl he gets from Jackson.'
~Mr. Maluta's lawyer; Cafl ‘A~ Capozzola.

uch*was ma Appvroved .Fo.r Release 2007/09/24 CIA- RDP88BOO443R001003880164 4 14..

chum sells.the ma;onty of ¢ unterfext(cxr-

ia batch of Intel-brand chips that it had
: bought—above its normal aliocation level
‘and at‘a suspicious 407 discount—from

. some European distributors were showmg

an abnormally high failure rata. .

1" Intel then notified. the-local sherift’s af- | :-P35Ys Space Age:Metals of Gardena, Clit: A

| fice of the theft and. ‘began to help it in trac-
m° the- mnerarya n-ave!ed .b tb.e-

i . From mfonnant&. shenfts. ‘_ depunes
| learned that the 10,000 unmarked Intel 27225

: were stolen prior-to completion. of in-house|.

¢ testing at Intel.. A former Intel. reliability

vnth state and federal_.agenkonme in-t.ha

‘Santa Clara couxt.and alsmzssta:e-murtn: s

semicondiictors
saying that itwa
Intel parts: frorm

quoted,as

“over oné;mxlhon!;a.mtevrma:czmms—ha&
been counzerfextedf forMnmm

Searcbowarra.nt aﬁfdmmbt_r ka-
son sold a: large batch of thecstolen 2732 i
Mormac: I&ncmtechnologyji..e;of\l'm
Calif. Ansoificial of: Mormac deeiined-com-
: ment,’on:the advice-of his.lawyer yer- Onecof

techmcxan has.been mdxc:al far. me. thait injf:

+] thay vecurred ;after-its- chips were: stolen,.

- tinl=Intel: memorandums, now part-of the

sajs his client.isn’t guilty any illegabac-
tions‘and has cooperated
armrne/ s officesx: - ’

:; The- wayward: Intel. 2 323; meaxxwhﬂe.
pa&ed from. Mormac thrjugh another com-

mpany.spokesman says his company was
th L

" Xinother_ intelligence ~ connection - clouds
_the case of 1.1 iﬁgusmes r,"EwaH Bresi,

[ Sk’

ther, there s some evidence tnat

nor (o ga.lmn
Qta work or

U3 ntelligence agents or Tommer 2Zents
Bé' playing a Tole In tae figh-tech espio- |

Us Air- Force ™~ mtelhwence in_Germany

e neid a op-secret clearance.

~

2nt of a former U.S. intelligence operaiive

“‘pertorming sensitive duues." law-enrorces
ment sgurces say, His Tawyer coniirms that
.'To Silicon Valley Tawmen, the nvolven
m

'with a2 man wbo deals resularly with tne
viel Boa

erung ambiguity. .
~UMaluta’s 2 wild ¢ ard." says Douglas

Tade gives emve:.uaaaona B

Southard, deputy district attorney for Santa §

eral grand jury.

mom ine 3 at’a Sh2rur's depy-
£ wonder aloud which side 3

uta is
mn- ,\4 RN vp-

P{.iri"i’

& partner with Mr.
who_illegally shipp
chunery 1o Russia, had worked 23 years in

e U.s. Army Inlelligence and the Centrar

ueller, : rman §

Breslin was the hiead of a company used by

-4 P.epubhc S cash—paymg custorne
was-zGerman fxrm,EBV Elektronik, which
tumsupphed Siemens  AG with: the~27325

‘abeat 6 each, welk belo the

reconstruct the. alleged evems

AG apparenﬂynresxsted attempts to
’.‘mnhexdennty of its suppiiers.. Confiden-

itmr":emr&, state that a high Siemens. offi-

nm,:‘reiucmnt" ‘to” name: its- Supplier
_eut-af"mncem for the loss of their source
Fof-product.”” After" 3 month of pleading and
Coressure- from: Intel, which even considered
L-asz:zng'tln%Gerrnan courts to-confiscate all
nets‘containing the counterfeit

the defendants- inz*theam‘me,\cbargeu}.‘

with gran&then andthe OS5

recently'a Mormac:s salm?aﬂerar
_records-insLos: Angelesishom-ihat M3
" chum pléaded g gmkyth)yea::; &

_selrsemiconducmrs He reesivéd-pn
J%2Mr. Kétchumris reputed to have tes
7of thex'money, ment’ of thes smiemdng
“ ket according tu-ash.erz&'& ;
! formant quoted: i the’e 3
Ketchum once allegedly boasneito the
-mant that he was making-$30,000 a. 1
from stolen camponents;- the-alidaviy says
He lives in. 2 sprawling two-story harne on
an acre of prime-real-estate in-the-exthsive!
: Los -Angeles. suburbx-of. Hiddem Hifls: He
“couldn’t be reaclied for comment ard didn’
answer messages left atlxis:xwdem:&._..-
More Companies: Are Invnhndrf e
. AL~th13«pomt:“thern3ma sof Mﬁ&s
'Bruchh:.mseu and Maliita begin to Y up in
" the network of distributors of stcen partsi’
According to the affidavit of onefinformant
in the case,«‘Ketchumsand:
edly deal on a large’scalesbasis with 3 Ger1

cne;

ickngd snpcesvsomewhat.dlﬁemnﬂy “"It's abso—-
: and’ abemng:thevuseol‘falsé;.fnmiiﬁqi

. »mﬂ,::he told-a:reporter. in a telephone.in-,

P”A‘&F

¢ {been supplyingvthe: whole -industry:in-Ger--

thes Siemens” ofﬁczal finally~ named
s zmgﬂ "1,3.;

y=not: true«(that.Siemens: was reluc=

temew*i-‘,"rheveason it was cleared'up so:
dIy» tha:Sxemen& was. able to:help

& I

r. Mueller to evade U3, Cusoms m the

(ara County, Who 13 rosecudng e thells. §
“We don't know what %c's sayinZ (o the [eg-

it geis very James Bong-
STt scares me. T donT ot 5y Toedbace
W -

semxcoruuctor ma- f|

Tntellivence Agenc . ACCOTAMY {0 records i
San Francisco federal court. Al ouga Mr, |-

1.1, tndustries case, he was never cnarged in

the case. M Bres[m coﬁl&it be rea.cﬁﬁ B

for comment. i

' S’emzconductor Theﬁ‘s }
‘ Often G0~ Unrgpqated

B,; a WA!.J. Srmsm‘ J ounxu;srrleﬂeportcr

. SUNNYVALE, Calif. — Tte govern-
ments campzua'n against techrological
espionage is often fmsu'ated because

' { semiconductor - manufacturers  fre-
-{ quently are overly reticent about repom
-m,,theit., lawmensay. - '
-} National " Semiconductor ° Corp. and -
- Advanced Micro Devices Ine., for exam-

-}-sheriff’s department.: Moreover, a well-

ple,. initially issued routine denials of
.} any-! ‘problem" with thefts to this news-
‘1 paper,” a.lthough. their: components are
-hstetiamong inventories of items seized
in: searches” ot spectedr gray-market
:d:stnbutors. i ¥ v
:} -~ Such lack'of ca.ndorxsn t wz..hout rea -1
. son.,‘ If you report a theit, you could
lose”yourdefense- contract;”” says Lt.
-} Robert McDiarmid of the Santa Clara

; immal that! Sxemens ‘had- not one’ but‘ two: | ¢

dources-of the 'stolen 2732s:- EBV. Elektronik
‘1ind. Wemez: Bruchhausen: himself. Hesaid

| in.heinterview - that Sjemens had bought the- t,

77324 from:: Mr. Bruchhausemal:hough W
were suspicious from the first moment.’ %35
| =However; 57 Mr. = Bruchhausen: was~*'a;
source to us, 'a business partner;’? and:*‘had

e

many.with-quite-a few electronic: products,’’
{Mr:Oswald says. He'acknowledges the gray*
market~asya:fact:of-life:in- th& eIectron'la
industry s *amuas T Lyt
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*| publicized theft tarnishes a company's
1 t-image- and: tends : to -throw: customers

‘| into the: arms Jof. compehmrs, mdusu'y
 sources SAYe.;re Ly -
} :.- George. Rakomtz. the secunty chxet
for National “Semiconductor,. concedes,
“Management, 'in general, has a deep
interest - in- ¢ suppressmo mformanon
‘about crime" ) wine SR A

4! Tedoa

~ Y emas b .o . L
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A OJVP‘,‘E £ .

manl and. bnbe::,r-—.w:m amass&st. fmnr
American, businessmen. -eager: to-make~a/
‘profit - —. Soviet: agents:'have. obtat
S, »high-.-technglogy

enough &
_expand’ theie military: mights
‘expense. 1.7 TE T : ,xa.x-sc
- That.is the view ,manyrankmgmemv
bers of tie U.S. nreliusnes cn"mmm'fj'r,h
“Who say tna e SovIier G108 Y.

" gathecing operaton '1s coslm:r Amencam

- tazpayers bulions. miu

"STe-hillion U.S. Gelense bu&get.xs needezﬁ :’ni;g"a’;t:mgsew}?i intelligence cori:-
:tn counter Scmet' mtsde{acqmneddmect .

- they

_-Z,add,‘::.;_‘ R S
Sophisticated:T'S.. technology:is:re:

<3

. 2 fornia” by ‘a "KGB '’ (Soviet- intelligence):
ving the Soviet, armed: Yarcse;geér}x las,operatton coordinated out: of .the Sovxet

cfastasitis bemg
say a numberuf tcp-

s—-—speakmg

U 3. technolog.—-xo

ery that-nearly_ﬂi_ﬁ:efengineeﬁng b:eak
” throughs. imthe=Cow
"sile,: xvhjcmmake-xifamﬁe:emsﬂ:.b
1mpeni albnwmmm

bil
| ICBM: siloes: i a Girsistrikes: dire ::%oﬂg ICBM;:which wilk cast. over $3 :
result. ok buxmgfmlmgg!}&lada-{

nology. 4

; N

computer--revetzsg‘engneeregi,,mz.

',Amnrxcan .Companies,.scientistsy and

:side the' Soviet blog, Juis i hii Gl ®

£] SS-‘B guxdance systems use an on-board-|’

Y rfrequent- debrlefer of Iron Curtam deiec-f

: C hairman- Jaket Garn..(R.;. titah)- and-"tors, said Russian engineers have._told:
others warn; the U S miust spend billions  :him in\interviews" that ‘théy observed ¥
to counter’ Soviet” mmw\beanngs ftom the Centahgn B machxne

xmttee, ‘Garn called the-sale of the prec1~
1 Tsion. grinders:“ill advised’’ and: noted:.
o #The first- lmmedlate effect: of increased |,

multlple-mdegaﬁzeﬂ szrgtabnz-mx-_g-
-clear warheadss (MIRVs), is guidedsby’ a_ﬁ

3 -sophutxcated Hewlett-Packard model sto.- -
“lenby Sovxet agents ata 19"2 wass trade-
{.show. . e

_+‘The, extremely» accurate mertral gmd-
ance system —~whichi allows Soviet miss
sile: crews-to: lob-their: warheads~“down
‘the- stovepipe’™ of U.S, siloeswmis made) |
‘possible: by - Anierican: ballbearmg techs|-
nology. Soviet- engineers. now- use:
‘machines- éalled: Centalign.B,:-bought:
from. a; New England ficm: under-a. De-}-
“partment of Commerce-license, to grind.
r'bearings with a' degree-of precision: of-
. fered by no- other machine: The license}*

“A mitary. analyst. dssclaaed that. the

laser measunng device- aeguired, in Cali- |;

v:‘.::gl’valter-‘éf

-} syear for. dehberatefy exporting-sophisti-4

o e .-,t._

Some other exampla‘ ST
. @ Commerce Department mv&tlgators
.found that the GEQ Space Corp. of Hous-]
:ton exported seismographic equipmenrt:
“uséd. for exploration of underground, oil
‘and:gas to the Soviets without obtammg
.propex hcenses. The.computamed Sens-]
ing. equxpmenb was:.adapted: _by,.tned
-Soviets; for. use.. ab ard. Russxan. navak]
vessels, where- it canidetect 2 U.S. sub={
“marine a&easxly as.tt.'can amexas,.gas..
. deéposit..

Frﬁn Spawr, ar couplax
whe operated-a Corofa,) Cab:; optical re-%-
‘ search company, were mdxcted lata last

; cated~.copper-plated,: water-cooled- laser |
‘mirrors to the Soviets. A high-Commerce.
Department] source sald in an interview.

that the CIA- has tound .that the [aser-f

. Jmirrors..are being tested 1n tne Sowet :

}irade consulate m San Franmsco- N

chxet MIRV accuracy-on- the Amencan
people is the need to build‘and: deplogthe:|

in; consta_nt' (1980)1 dollars.

tc»U S interests ‘but. it is: far from
:the only, case in which-an: ambntmtm ‘and”
‘often’ ’ﬂlega} ‘KGB- operatxon.- ‘hassappedy’

=businessmen " of technology fary; mora,
sophxstlcated than what 1s avaxl

s

s hTmEe.-R'ﬂIer satemte- rogram. "

- agants posing’ a8
Sovxet offxcrals arrested Mare Andre De-
* Geyter of ‘Alexandria, . Va., s he tried to
.sell’ computer~tapes-pmduced by Ameri-

- can defense contractors for $300,000. The.

‘tapes contained the design for building a -

1. “super chxp” technology that could be

. used.to inventory an entire army-or guide
“terrain-hugging’ Crulse mlssdes over]
Sovzet territory.- . TR
"Federal agents found a .>-}5000¢)1ettev
of credit in. DeGeyter’s briefcase guaran~
“teed by Techmashimport, a Soviet state
tradmg ‘company;” la_ f qement’:
urces Saidsry iR
U.S. oificia}s havel"concludedthat in tha

the:" cfapacxtyh t “baild.’ mzcmcomputeri
chips Suchas’ those made: in;California’s-
“silicon Valley; *South of:San Franeisco, ]

«which: has_becorne”the- world's" leading"

‘research-.and. development..center o
3 solid: state’ electronics.Thes machines: £0-]
“build * the- components. were: shipped- to:
* Russia’ by “an “American’ company, L1,
. Industries,. in: boxeslaheled .*air-.
condxtmners”‘ and:'washing‘ machines 2’

" Experts who discussed the techrologv:

Ld_ram In_interviews told of a decade-lonxi
. GONTIEO=D

RESIEAL

;_For years Amancaa ’know-now and equipment have’ contnbuted td‘SO\net J
military ‘might. - This. is- the~iirst'of  a- thraa-part serles - exammg,
ﬂussmn m litary: haa taken advanlaga of US techno!ogy

SR ..<.....l A
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A meige m,. EL e AL Felaohot
spy war in- whxch Western. mtellzgence
“WILH TABIC SOVIer

- GB"KTTd" GRU" (Aditary inteiizance) .

caunferparis tromt.the board rooms Of
Sifican Vauey to t?'e nack aileys ot Hon-'
hong S

“One thing rd hava to say.” sald Fran«
cis W. “Bud’* Mullen, daputy. F'BL. Dirge~
«tor, “is that, a lot.of the- things.we-ac-.
" complish are things you-wilt never hear.

about— tranmcﬂons.that. navae occucxecL

 Tepors: of: Bede amaanGS p,.mtmn-’
: whlcm o KGE-attempted: o) bi
i an apna?ent eifurt:to.

% Peninsula Nationak Banksiir, Burhrvxg‘xme,ﬂ

vnth an. offerztorbup fhe bankid 554
Costick saidzthat. Dawa: presented-Tets

) ters of credit vmrth—S"&rmI}.waaspm?m:
.-his offer. Th&.credztw-was»foum to- bej

2 4 undecworld,: tne U A2 erpol; and othes

. south of Saw I“ranmm-nrﬁmearlyﬂ:ﬂs
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INTERNAL COM‘\H’.RCE D»partmer.t’
and LIA studies have concluded tnat tne 4

yeally Lavi Sheig 305 frons JTGItEate KorE")
“B’c ’rI P R AT T m”tff‘“’tm’ﬁ:ai“

L0 D noles it US spy anda ea riy walli-j

mo’ sateintes. R

-

mtormatlon about LAwd 10 a unanczm

‘- news publication, “Largec," A0a A St
Eanﬁma investigatinn as EXTETH I':%"

- cxeal colhps d.c -

& oMY INFORM. \TtON‘ ia- taad: Lowe-
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-tnfelligence-garioeiag - 0T Lanizations, &4
kay execufive nota ‘1 A ATanad ugsv:‘:,@_ﬂ
1q KGB actm?y’ ir mfa Tast yea R ¥
TOrE youi eaned
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torpesidentitied.: ‘x‘.!.':cutso pecentiof gurf
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25 periéent: are it Californias ,Cnu*af"q 5 ¥
another pliace: whaca wq-keqn DR
‘e 'saidt tiiat: A2 c3se iy alvmg Sﬁawr
= Optical Reseavelr; Tno ;s 0f Q’ﬂlmxm’l'ﬁm'l"f
-, be/ thes mosd damz:mg example’ er"tbb ,
fj KGB: op atalto caeorded: recantly
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-all;

Sovet engineers apparent]y are study:
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.arf’&L : o 5
Aaser bean would lhen hc: gencra cG:‘

etwrern the-two Soviet cralt. by the mir-
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at sTile,as) it passedil ™ AR
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I As pavks o£~tha~192~.as» aviet “‘five

Year?hm"’tbe.e\*tnur & McCaa Co:
.= of Clsveland helpad b.uxldu"l latg' steet
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crait suecxahsts.ha»d.»a-h.s;nepartr.nenr

" visited  factories of Boeirig, “Tockheed:}
-and McDonnell Douglas™for a, 1973 tour of
‘ produchon-hm -and-shop- -talike s oo

2 LRTENG **.i‘t I'.mg_” 27 ﬂg,
. They watched: Americans’ bmldxn g the.§
- new- wide-body- jets -—m‘%@ab}soemg
- the. DC-l(}atMcDonnelk Douglas; and thec

" L-1011- at"Lockheed.: East vear the-CIA<Y -

“learned while-debrietmg a detector that:
the Saviet visitors wore special shoes that §
._mcknd up metal scraps trom‘ the taczorv
ﬂ(m’s - :

'I'he ;
and that enabled the Ru sians to.acqulre
* the metal alloys needed. to produce.thsir.
- giant liyushin -1.76T troop. trapsgois
‘planes;—according-toocangressionat I
sources whos havmrec.xvod.(,ﬂkﬁvmngs
on the matter: L :
Such fxeld.tr'nsa

partocoan Al

ambmous overt-and’ covu-& Sovmt_pmw

‘gram that eaclryeaxcbiainsseme of the

. most sophisticated- tachmlogwhemgt&
\eloped by» the. : =

“bolster Sovxe: nnixhnﬁ;m:g:t;ani; .
‘gressional, ammm%
experts: sarﬁ&l&mmmﬁé

acquu’e AthelamtAmemzémhnwad 4
ia fractlon oE what.it; cas.stne UK&:;:"

; LERARE LR

"o Each year A nmew: batdr'iuf’)zigﬁlﬁ
-trained-- Sovxet'scxentxsts “usually 35y ori}
*¢lder; become ! e'x:hange Students*™and<
“enrolls. in . top ‘American- nnwers’hm-tos
study high- technotagy: subjectss Dis]
‘mayed-U.S. ~experts::nota”that, by -con-a
:trast,. nearly every: American-in-the-ex- 3
:change ‘program studies *soft' cultural:
:and historical topies, smasﬁwetfax:y

_‘stales and Russian chamber zmi:.c:. ,__b?

L. oTha Russxan’Emnass}‘m snemis‘

B AP ¥

L *Informahon Servige:t!
" of State lettel of % Introduction when' theyj

=

_--:prodx.ced m Califorma’s so-called Sﬂxconv
.. -rvalley, according to U.S.. intelligence

_ :gatherers.’> «*’\

: —about computers, micr

SNE waes | SARREERN I

sevéta.l m;lhon donars ayear.ona standm
* ing order for copies: ‘of each of the 80,0001

_%technical reports depoaited at the.Departy

‘ment-of Comrnerce’s National.! TechmcaI

Z. @ Hundreds. of "timewr Sovlet
_ businessmen: negotiate with-high technol-
~0gy-American companies,, ostensibly off-
_vering- deals-in-which- thexU.S.-may sell
pmducts in the U.S.S.R. once the-Ameri-
"_cans obtain Tequired export licenses. Ac-
tually, such experts as FBI Director Wil>

- liam- Webster warn, the Soviets.use the| -

_ bargaining. sessions ‘to . acquire confidens]
:tial business processes.:Comroerce De-
"_ .partment spokesmen said that the license
-~ applications. shown to Soviets are kept,
" secret from the public because they often

Alexandrov two- KGB executives at the

ﬁ g%a‘i g.z"a

For yeavs,. Amsncan know-how and equzpmenr-hava c
+ militagy” might: This: is. the_.secand-article of a:
how the', Busslan mmtary has takan aa antag

TR L e

ontnbuted to Sowet
“three-part. seriew examlmng
e of U S technology. <}

" LUS. wor!rin.countenntemgenca full time-

. - Soviet trade consulaie in San Francisco,.

- have been cbserved operating a program’

-.+t0- obtain products and know-how beingd-

" ..sources.-That'is a major tecEnoH)gy area.
-"More than a dozen major diversions of
- {the ‘highest computer technology have-
ibeen traced to the Qowet bloc from tlns-

) _'Costnck‘s analysis of how the Soviets pro~

*fornia- businessmen, *'I. think you-would

’be astonished by the voracicusness of the'
-appatxtes of ho ﬂe mtelhgence.
.'-.":sr,’-‘;'ﬁ
"I ‘Webster has issued similar warnings in
1 peechw in Chicago, New York; and St.

%Louis. He-told the Californians, *'Hostile
r-intelligence - gatherers have_a strong in-
H terat in technological secrets, especxally
lectromcs, ﬁber

“optics,’and lasers.:

)

- £-:He~said. 11,000 - American compama .
“handlé classified - information ‘ through
igovernment contracts.. The Soviets have
: obtained- much- of thatbdata sunply by

iaki S.

i Wiebster. ieceuuy toid a grou'p  Caic
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as '2,000°0f the FBI's7; magents in t}ze“

i to keep track of the thousands of visitors
gom t.he—U S.S.R. and Soviet bloc- coun—
ies o

pokesman - for’
Webster;‘acknow)edded that the bureau
“almost - néver- makes an- arrest in the
technology transfer area. ;= jvivwnn”
~“We’ve~had- maybe one case-in- Ei,ve-or
“six. yares” with arrests,. Morrison said..
“He c==d; the arrest last. Yyear of Mare |
-Andra DeGeyter who allegedly: tried: to .
isell sensitive- _Computer- programs to:an.
-undercover agent. i weshed A b )
A Ieadmg analyst of the Soviet effort to
acqmre American technology: is Dr. Miles
- Costick, president of the Institute on Stra-'
stegic. Trade.bere and a close associate of
several fop - intelligence. advnsers in- the
o Reaﬁan admmxstratxon. =Tt g ’
Costxc‘c ‘has estimated that the Sovxets
:have obtained. technical. equiproent and
‘processes. that would- have--cost -them
: mgre than $100 bxlhon to get thhout U.Ss..

partxctua}ly sxgmﬁcan 3 i§

;daced their. current geperation of ballis-
.tics. missiles:by: patiently . .working.
, through the-Amencan- System . to. obtain
_key technology

‘MUCH OF 'l'HEftechnoIogy tbat went
‘into. the’ Soviet: missiles came; from uni-
iversities' in- the- Boston: ‘area’ and' District |
.of- .Columbia,: Costick" said. He“cited" the
case*oLAnatolyzKochev* ‘as ‘onelof’ thef
smore blatant examples. Costick, who gets’
:much of his information deonefmg Soviet -
sbloc defectors; said that in the late 1960s; =
“Kochev:was: assigned: to. the- Lenmorad
:Polytechnicalk: Institute- to build a- devxce~~,~
.called an- accelemmeter S ST 202
£ It:smeasuresr changes Lin :thes pull of
gravxty ‘on ~an::airborne > vehicle; and " is -~
‘crucial- to; .aceurata fhght for~a: guxded\




Approved For Release 2007/09/24 CIA- RDP88BOO443R001003880164 4

*.~ Shortly after his return t‘c'r-theU.S‘S.R.,a
- there was. a dramatic increase- in-Soviet:

- :missile. breakthrough:.came-.from’

. dnve to- acguire-U.S:* high-technology*is

) ’mxssﬂe-carrymg ‘Trident submarine fleet;?

" ‘computer to interpret. almost. mstantly

& 'thmugh GEO Spaca Corp. of' Houston; it

- :was. discovered .that. the. Soviets. were

" “using them for computers to find Ameri-

<. >can submarines by analyzing tiny varia.

.~ . . -tons in sonar, sxgnals, not for geologzml .
:;. esploratwn.

- '*}*ave interviewed for two days a,former.
" ... Soviet mtelhﬂencaspecla.hst 2 geologist .

" “and Soviet Navy personnel — trained in

. ‘submarines -.>.-.-APs and-installed thermr
~there next“to-the shipboard:computers:®”

- e & w3 ,,— A DMGRARLL v
‘missile. Kochev “was. in- chatg& of “the j .
.accelerometer. project for the Soviet mis~|
‘sile program at the time he was sent as |
an exchange. student to Catholic Univer- |
- sity here to study accelerometer..con-
~struction.. ...y :

. missile- accuracy.. Soon- after-that;  the-
;Soviet Union. successfully-fireda:multi~|
:ple-warhead missile. Costick~indicated:
that defectors have told him that the first

Kochev 3 studies- m-the U.S:.,:us 7 nvig
- There ‘are- mdmatxon.s that the-Sovxet-

“moving away from the already successful’
‘missile project toifocus on the Americand .

-whxchstdl peses'a major thmrto:adver- .
. . ot RN sy

gh fc :
.that area has been the acqnmuon aumy,i
_electronic devices called array-transform.
procasom fmm a, Texas o’ loratxon

-millions of tiny variations in sounds being

bounced off deeply ‘buried geologic: for-

mat;ons when- explosives. are- detonated.
After the- devices- ‘were: acqmred

Costick told’ é' Senate commxttee' “I

“by-orofession; who revealed to me that he -

“Houston- = had carried on board- Soviet:

v How- Sovietsiuse.. the~ +
3Ame_r!_<;aqi:system~

s s et 4 e o
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’years};iiﬁmeﬁcén-.know ow.and: equiprmient have':"éb_ri_&ibdtéd to Soviet

e Iy: might=This is:the- final article in_:a'three-pa.rtas‘engseexamining_ how ;
Srrdtrleast-twiess] i .military hag ake@«hdxaqtagglagus; téghhd_f@y' e % A
Year- Uditeﬂés_t_a&pfﬁcx‘als:moved:bnl ; Lt e :
-at the last. mimpe-to-hals- e shipment

mili factory; equipmens to the Sovi
,Uniotralg&tpit,e’f}?hitzlﬁpsg et
" off allsuch-tmmacuans.";it* 7
- On Z\Iar:hffzs,?mo;;;Comm_ercef
tary Philip Klutznick sent custors agents:

from:here-:to., New- York to..e

¥ a g e A -
PR e : ? ¢ : "% peaceful USeS;tert widmasmy s RIS
ﬁ.?ggﬁéﬁrﬁ;"mmyo ials"-had to- mBat. Soviet - SOViet_-‘diSSident"Argatol_y"Shcharansky
'fusedtdstoptheshi'arne =¥ :  direct]

Wwas charged-in- 2 Russian court, itk
'illegal!y,telling Western Journalists thatt
his country had violateq us. Department_i

£0.a report presented in1 " of Commerce agr.eemenfs‘by using Amer—‘
- Governmental Affairs Cp

" I , Hya ) .- iecan Computers iqitsmﬂitary programs,:}
: R U y # " n VT me——— e :.".‘,‘4.._:.___.. ‘.’i".""‘:‘-"v .- . }
-Jake Gams(R.,U{Caf_r) gt '%‘mﬁ% o EACH7¥EAR 1,00 Soviet businessmen .
On May 8; 198084 rme m_ffefs""&%l&tezw missile, 3 copy of tha 7 Red . 2nd roughly 6,000 visitors from Eastern|
- units swarmed qver‘theﬁighamstan-oftonq?r-gxev',vea L T
tier in. tmcbz.:btﬁltj-‘in:.th&'.gmencan- '“'-—EL— A
designed andsuppliekaabm'mve:piag e -
in Russia, Pentagon-;aggﬂt;‘ﬁna!}y,fm -
- thebureaucracytos X TP .
"200-foot-long dxm!»engme:assembiy-
*which would haye-doubied: tie- ;
capacity..<.: B Iy machine..
~ Experts. Studying thesstoady: =~ RuSsian ‘tanks; cap
American-,'tgchmlbgtaf‘th@'e;zr&g{et_s_% - war be't r i ' g
gg;ngggus;bxymmm% tared: in the US™ 3 Somate cials in -'the-Sovi‘eé.-Unio'ir'r;fna’ic'e::’simizau-J
_ous 'Ame'n‘can-?puf fe-Terords’ note-thiak -told re:
- these two cases are-cons:

. N Tt 2 '*-4*"
A that. the trans, TRy Sorped. sevas

-often these business “deals™aze simply af
ruse to visit factories ang obtain informa.
tion through conversationg::- T

| S

T ..N,.d,A.M;.M:-E!:' rad,iatior?-’se_r_xsorinsxde;a:;foizntain.pen s
i hq,could_:carrx;it_-abo_a;d;a»Soviet vessel §-
- iona _cerembnial-‘.visitand.f_errehout‘reac-
: ;o N e T e o
- : : for LOeTRLS, R R

&

_(1,
%%
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¥ In that case, Sermetel, Inc., a company
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{7 But"intelligenice’ {munity ‘exgerts i

?‘,operattves to--glean- information in the

. goen .S, society than for Americans to
‘work in the U.S.5.K. an astern bloe,
where no such freedom. 1s alowed. ‘

IN TESTIMONY: before the -Senate
Governmental Affairs. Committee, Com-
merce Depactment officials outlined
“ways that Soviet businessmen-elicit use-
“ful data’ simply by:.working ‘within .the

"American system... 7 . s

> One of the more effective waysxs ta
‘approach several competing U.S.. firms
and to ask them to obtain a license from | .

.- the-Soviet ‘Union. The- license applicas
tionsy whith are shared with the Soviets | -
C but kept: from,. U.S public .view, often
‘contain. key data Zbout the-process being

", {Hirschorm, & former exports chief af ghey
Ty REENCYs Ty Ll YRR ER e B

- 7+ Another way to-obtain information is to
- apply for a-patent: The U.S. gavernment

+ and report to'the applicant certain details
- Yof any-industrial processsimilar to-the| .
~one-he.wants. to patent,. Hicschornsaid.}

cr e s e 2 AN P

%" OFTEN, AS IM the-case of the aborted | -
" }March,: 1980, -shipment of ‘aircraft
© ' i machinery, -the. free-'enterprise’ system
.. +and. federal bureaucracy become Soviet!
% allies iny the technology drain.- »=i/ -

- ¥in- Limerick, Pa.; signed a-contract to
~" " ’export.to. the Soviet Union-a: patented
. .- céramicmetallic (CERMET) oxide treat-
" ment process-for the-moving parts of jet
.7 { turbines. The-sale meant millions to the
' icompany and it"was approved and
- - . licensed by the Commerce Department.
=", ‘Concerned Departmest-of Defense offi-
. -‘clals’ objeeted: that the-sale- wonld' give
- “the Sowiets not only-machines to- treat
.- # their planes for~ a—couple of ‘years;. as’
.~ originally intended; but-alsa the capabili-
. 7"ty of creating: the-crueial process thems|.
- selves L0 ‘ i
2 The €5
1 3 Ot
. that engioe parts-lastseveral times.long-
", erzrd . overhazul time. xs*"greag;lys :f:i
- - e -

Approved For Release 2007/09/24

: complain that it 1s muca easy - Department officials argued aver nation- ]
- ment to-the Soviet Union.: : ... .

" viser, to Commerce Secretary Klutznick, -
. to stoprthe shipment, Sen. Garn recalled. -

“-. Because‘the U'S. is an open society and

. the Commerce Department for exports to :

-+ ;sought, according to; testimony by §'iey - 5 - GARNCAND ‘ OTHER: Senais Ioaders.
" are sponsoring.legislatin to establish 'an
* " without - ties.

¢ wilk then make-a search of ‘otherpatents ithe ;departrhent, which was creatid th

- ' . He .became a- key advise‘x’—lhtc;‘t‘ﬂé'

Csetups E R

" UWHILE" PENTAGO!nd .Commerce.

- al -security, Sermetel. crated its equip-
ment-and sent it-to New ' York for ship-.

It tock a phone call-from Zbignie\;r."
" Brzezinski, U.S. national security ad-.

The CERMET. affair shows, according -
to Garn, that even when the US, tries to-
stop the technology drain to the Soviér

" Union,. there-can be considéerable- diffi-
»" Cult}".' ...».:.._.'._.».f_.,m.. R T L S ,:.
- because efforts to stop technology acqui-
- sition:by Soviéts. often hurt businesses
* such .as Sermetel, there are many.- pres-
- sures-not to block thesa deals, even when
» they"prove controversial, Commerce De-
" partment officials acknowledge. o

O

; independent Office of Strategic;Trade,-

to thé Commeéice Depart.-

.ment: s
encgurage business, should not have corne-
‘trol:over -the- sensitive’-transactions
between the U.S. and the-Soviet “Union,
-proponents: argue.. .0 ol PR
- Lawrerca' J. Brady, who directed the.
export office at the Commerce Depart.’
.ment.in the Carter administration, re-
-signed last year after publicly-complain-
- ing about.the drain and questioning the-
administration’s metives, . .1 -

* Reagan transition team and is now. g

_ consultant to his former Commerce De-j. .

‘ partment office. He is favored, several
* congressional .sources acknowledged, to
- head the strategic trade office, if one is

Brady told the Senate cornmittes-Jast’
-,year: “‘Administrators- must recognize
‘that we are engaged in strategic confron-
. taticn-with the Soviet Union and- that
* right now the Soviets are winning in their
. Strategy: of lull and divide against the
.. Westerrr economies, while it is ‘engaged]|
~ at-thé-same time i a resource war of(
economic altrition against the West.> i

B i T b u DN
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‘:Co 0¥ Corona, Calif; zpplied for a li-| -
- cense: to export. 10 laser mirrors to the-}-

¥ e

\,4:.,, :
o
<
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By Thomas OToole . ... -
Wa.\hmgbon?mksuanw T

Whan ‘the Spawr: Optical Research

"Soviet..Union. ‘foug: yeszs ag, the ap-
. plication wes turned down by the US.
govemment because:rthe lasers. and
¢-copper mirrory could' be u&:d as ant:—
satexhte weapons-irrspaces i,

‘Rejection : of this: apphcatzon dn’t

stop ‘Waltet :.Spawr; - president. “of:
{.Spawr - Opnml, -from. shipping about
50 laser mirrors<tosa laser raearch
laboratory in Moseow. " . LT

~Testimony in US. District Court in
Los Angeles-last: year showed that|
bpawr deliberately-: understated . the-{ . -
“value- of hishigh-energy lasér mirrors | .+ -
Jto the Customs. Service,- and them-{: -
—thpped the mirvors to_firms in Swit~—} .-
“zevland and West Germany, : whxch.he» o
" “said was their final destination.

In Switzerland. -and Germany;

."West German named. Woifzang We—
“ber, who was & business- associate of ¥
. Spawr, reconsxmed t..e mirrors o | .

- ;~.7:-:_,~' R
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 Intelligence’ souzces wld ‘the. ‘cotrt~

An Los Anueles that the .rmrrors -al-

: ready may have- been used: in tests of |

: ‘technology, and: they w111 go to any

'f;'ﬁber optics can be - used: to - make

B *“knowrr or suspected” inbelhuence offi-

o part the acqmsmon of hxgh techno]o=

s Screte.t:

’ agents in its. 59 field offices, as’ many

Soviet, antl-satetiite weapons, Wwhers

: Tasers were used to burn uotes mn air- -

crafr. to blow them up.
" Spawr _was.. convictesr- of miatmg&

Ehe Export- Adminissaionr Aet. and

_given’a’ 10-year: suspenmd:-sen&enm

* on ‘condition: he serve- st€ months “in
J,axLHm company was.med -&LGQ;&Q(E

';steadﬂy rising - eﬁort by the aov_zetf
" Union - to'- pry away the- -seerets- of

“American high' technolegy by means ;.

" they - rarely “used -in. the- Coki :Va..
. years .of the "530s-and '60s.. A
. . The Soviets, offering Engb sums of;
: money- for lasers, fiber opticy and
: computers, bribing company officials
and using European middiemen and-
dummy Polish, Hungarian -and- Ro-

 manian corporations, are conductmg,
unprecedented. assault-on tne in-

" fornia’s }ugh-technolovy Silicon Valley,
-'to classified” mformatxon Nal:wnwxde,

\i?lsmes of America. - R

THE WASHINGTON POST
4 Aprﬂ 1981

“The Russxan targets are no longer
'weapons and. strategy,” FBI Director
William™ H. Webster told The-Wash-
“ington Post. “The emphasis i3 now on

‘lengths to get it.”
Lasers have: mzhtary usesvm space,

-small, secret communications- devices.
~Computers have thousands of mlhtary
and intelligence applications: *;

. The FBI says at least 1 000 of the
2,800 Saviet and East Euronea.n dip-
*lomats* in> - the * United States-. are

~cers whose a.»sngnment is- ‘at Jeast in

Also,~ 2,aOO Sover engmeers >and
smentxsts visit this country-every year

‘on trade mxssxons, which may be an-} - -

:-other way of saying that at least some
L of them are hera to steal mdustna! se-

At no time in its hlsbory has the
“-FBI had ‘a larger, more active counter-
mteluvence operation. Of the- 7,800

“as~ 2,000 are” engaged full—txme :in
countennbe!lxcrence -

.Their- task isn't easy, mostly be-
“Cause it's corporate and not.Pentagon
secrets the Soviets are after. In Cali-

‘more than- 500 companies’ have access

+11,000 compames have the sam -ac-

-----

A" least F 1ve times, the Soviets }xave
}been able to bribe American company
“officials to- assist them in buying in-
struments on the export control list.
Swiss and German middlemen also
have been bribed by the Soviets to
buy controlled American devices, .

¢~ Usually, sheer greed is- ‘involved.
~Say3 a federal official:. “We -haven’t
come across a case yet that'involved
ideological espionage. The sales to the
:Russlans have always been for mon-
ey.”

< The top Sov:et tarvets are‘mxcm-
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-~ electronics and computers. Last year
:a Belgian, Marc Andre DeGeyter, of-
“fered 2-$500,000 bribe to an official of
: Software A.G. in Reston, V4, to steal
: & coded computer pregram for the So~}
.viets. The program would allow the-

* 'Russians. instant. mvenmry control at |

. any military_base;* no matter how
Jarge or complex. DeGeytez got a four-
month jail sentence, -

DeGgyter’s case was "unusual be-

/cause he was caught before an
found its way into Soviet hands.:ﬂb.lvng

. Two years ago, two.top officials of

_ rII Industries in San Jose, Calif, were

“found guilty of vmlatmg the sams law
after - federal - agents "discovered they
had shipped more-than- $1 milkion -in
‘computer _machinery- to _the- Soviet

*Union without a license by selling it;
.o a West German. busmessman, who
“forwarded it to- Moseow, -

The first shxpment was throuoh a
phantom company in Montreal, which
sent it to Zurich and then Moscow, §
-The next three shmments went to-a

: fictitious company in Kansas City;
where the computer machinery was
‘crated with air conditioners and wash-
_ ing machines and sent. through Ger-
many and The \'etheﬂands to Mos—
. cow. .
. Almost as }uoh ascomputers on the
"Soviet want list: are Iasers and fiber,
optics. Laser and’ fiter optics- parts
* ;have.been’ carried. out of the United
;States 'in East. Eurogesn | .diplomatic
pouches. The FBI' Ezas mvatxgated at

- least 30 cases in which the- Soviets of-
; ~‘f.red bribes 'to -buy lasers: and - fiber

:ﬁgtm ‘that were on the export control
llist -

Federal agents often le&m of Lﬂeoal
-technology exports while they are in-
‘progress. A favorite federal tactic is to
“intercept an illegal shipment and-sub-

stitute somethmg meaningless, At

~least . twice," federal -agents “packed
‘computer machinery boxes with sand
Vthat was then trarbsmpped to Eumpe
.on'its way to Moscow._.

So heavy is the- trafnc between the
‘United States and:the- Soviet.-Union
:that. “the " Commercs -, Department, 1
which admlmstersﬂthe export control
Jaw, Is now in- th&uxmbenntelhgeme
:business.. i vt el i
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e siwg L . Not only does staid old Commerce .
“have its own agents, but it also-has a
stable of informers whom®it: some-
§ : times pays out of its own informer
' fund. Who are its informees? People

in the export business, people working

at air freight compames, people work-

ing on the docks in New York and

_S'm Francisco. .
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. “It's hard to-say. these cases-are on
the increase, but- irr. 1980 we - closed
twice a3 many cases as. we closed the

_ ‘previous- year,” said Sharon- Connolly,

s -director of the enforcement division of
‘ ' the Commerce Department’s Office of
:Export Adnumstratwnw“lf these. cases
-are not on the i mcreeae,were certamly
;hearmg more about. them.” i 5 L
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